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Worldline in a nutshell
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Our mission: Empowering the cashless society

Merchant Services
c. 186,000 merchants

Financial Services
c. 250 banks

Mobility & e-Transactional
Services
c. 350 customers on
various industries
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Technology as a key differentiator

Fraud Risk
Management services

Authentication

Online payments

IoT/M2M

Loyalty

Contact

eTicketing

Data analytics

Mobile payments
Digitization

Online Banking ePayment
eIdentity

Cards transactions
(Issuing & acquiring processing)

Interbank and Intrabank
payment processing

• Supported by EU hub 
(with 5 major DC) 
interconnected with 
Latam hub (1 DC)
and Asia hub (3 DC) 
for synchronization & 
monitoring

• c. 16,720 servers  
with a capacity of 
c.11.3PB of data

• European hub 
processes c.1,000 
payment 
transactions per 
second
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We are covering the whole Payment value chain
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Our international footprint
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Payment Card Industry
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PCI SSC 
Payment Card Industry Security Standards Council
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PCI PTS program management
Standard Release and Terminal Validation

See https://www.pcisecuritystandards.org/assessors_and_solutions/pin_transaction_devices
for list of approved terminals

https://www.pcisecuritystandards.org/assessors_and_solutions/pin_transaction_devices
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What to protect

Cryptographic keys

Card data

PIN code

Communication



Attacks and how to protect
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Fraud & Skimming
Skimming: capture PIN and card data
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Fraud & Skimming
Skimming: capture PIN and card data
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Fraud & Skimming
Lebanse Loop
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Fraud & Skimming
Keyboard overlay
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Fraud & Skimming
Mini camera
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Hacking

http://www.google.be/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRxqFQoTCN_j-_L0ssgCFQtVFAodhv4N5Q&url=http://unseennow.com/blog/protect-heartbleed-bug/&psig=AFQjCNH-qvoa-dzfShADOetGpIMdxATecg&ust=1444395000237255
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Side channel attacks

General classes of side channel attack include:
• Timing
• Power-monitoring attack
• Electromagnetic
• Acoustic cryptanalysis
• Differential fault
• Data remanence

30 seconds 60 seconds 5 minutes

21



| 08-12-2017 | P. Timmermans | © Worldline - For internal use 
MS| Terminals| Innovation

22

How to protect secure assets

Secure electronics
Secure boot
Tamper circuit
TrustZone and firewall
Hardware crypto
On-the-fly encryption

Secure software 
Trusted software
Authenticated software distribution
Secure software update
Code audit

Secure housing
Wiring shields: flex and PCB
Blind keys, tamper switches
Avoid open cavities
Avoid flat surfaces

Secure life-cycle
Manufacturing
Secure room
Personalisation system (using HSM)
Certified repair centre
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Tamper-resistance: make intrusion difficult, 
usually by employing hardened casing

Tamper-evident: make intrusion attempts 
evident to subsequent viewers, often by 
employing seals which must be broken during 
intrusion

Tamper-responsive: detect the intrusion 
attempt and destroy the contents in the process
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Tampering
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▶ Sensors

– Wire mesh

– Voltage monitoring

– Temperature monitoring

– Frequency monitoring

– Die shield

– Crystal monitoring

▶ Actuator

– Erase secure battery protected memory

– Erasure of any sensitive data in memory if device is powered
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Tamper circuit



Security in IoT
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The rise of IoT
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IoT Security in the press
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Arm announces PSA security architecture for IoT 
devices



Summary



| 08-12-2017 | P. Timmermans | © Worldline - For internal use 
MS| Terminals| Innovation

▶ Security for payment terminals exists for decades

▶ Strict regulation and certification exists today

▶ Hacking success rate is very low

▶ Similar type of challenges appear in emerging technologies

▶ Practises and principles can now be used in other industries

Thanks for your attention!
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