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.. towards a Smart World

Smart Lighting

Intelligent Shopping

Quality of Shipment Conditions
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... a connected business environment
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Enterprise and Industrial loT: a Future Identity Disruptor?
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Industrie 4.0, Industrial Internet,
Smart Manufacturing indicate the

level of

Legacy and Smarter Devices are

being connected to

Smarter production will allow

Source: LSEC - 3IF.be, Siemens, L@ 5 E E

2016
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Connectivity & sensing Advanced analytics Robotics & Automation Process digitization

Massive influx of Use of greater portion Automation (or semi- Mobile tools for field-

data & connectivity of data via Advanced automation) of major force and manage-

of systems Analytics and portions of value chain ment support
machine learning

90% 1075 50% 250K X

Data in the world More computer Reduction in cost of More RAM in iPhone 5 :3|E
today has been operations robots since 1990 vs than '
created in the last per second than since  80% increase in US inthe Apollo 11 L es =
two years the 1960s labour costs computer .

Source: McKinsey & Co, 2017

loT... manufacturing to lead, logistics early adopter

Top Industries With Investments In loT Solutions

Manufacturing NI I
Transportation And Warehousing [ RN I
Information NN I —
Wholesale Trade NI I
Health Care And Social Assistance NN I " 2014E
W 2015E
Retail Trade NN ]
W 2016E
Finance and Insurance [N | 2017E
Utilities NN | W 2018E
Mining I I 20198
Real Estate And Rental And Leasing NI N
Construction [N N
Professional, Scientific, And Technical Services  IIll" I
Billions '?‘F
s $40 $80 $120 SCRN | o
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The potential of 14.0
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LeSEC
Industrie 4.0 and more =
S =
sesvesass | poosmmabe oo cantroler | - industrial revolution
1 1 ] (PLL), Madicon 084 based on Cyber-Physical
- Systemss
3. industrial revolution
uses electronics and [T to
First production line achieve further automation
aughterhous of manufacturing A
° : z
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follows inroduction of g
electrically-powered mass
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division of labour
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v focllies . ¥ L tmep
End of Start of Start of 1970s today
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The Fourth
Industrial
Revolution

The Industrial Internet
of Things

The next big thing?

Global Venture Funding For lloT Startups

Millions (S)

mVvolume Of Investment —Number Of Deals

184

112 120

2012 2013 2014

Source: CB Insights
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THE
INDUSTRIES
OF THE
FUTURE

ALEC
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The next big thing for Electronics Designers & Manufacturers

B THE INDUSTRIAL 10T (11OT) STACK:
W 125+ STARTUPS BRINGING DIGITIZATION TO HEAVY INDUSTRY 1. Sensors & Connectivity 4, Applied Sensor Networks

SENSORS & CONNECTIVITY

1. Connectivity 4. Fleet
2. Sensors & Monitoring 5. Oil & Gas
3. M2M/ Satellite 6. Agriculture
2. Edge Devices & Connected Objects 7. Smart Grid
1. Inspection Drones 8. Factory
2. 3D Printing 9. Warehouse
3. Industrial AR/VR 5. Advanced Analytics, Edge Intelli;
4. Wearables 1. Al, ML, Predictive Analytics
5. Robotics & Exo

2. Cybersecurity
3. Universal Platforms & Edge Intelligence

1. Universal Platforms
2. Fog & Edge Computing

=3iF

© 3IF.be — LSEC, 2017, Public — Closed User Group Distribution, p 15 Source: CB Insights 2017 l..9 S E C

The industrial internet

is here to stay.
connecting by 2020

Security

in frequency,
sophistication and impact

The only way to
is an automated end-to-end approach
and highly skilled professionals.

© Leaders in Security — LSEC — 3IF.be, 2017, Public — Closed User Group Distribution, p 16
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-
29 billion devices — 29 billion sources of potential threat Z»

Connected devices (billions)
30 2016 2022 CAGR

25 area loT
Short-range loT

| PC/laptop/tablet

o IR

E Mobile phones

& & 3
]
L

I
1
B |
L

2014 2015 2016 2017 2018 2019 2020 2021 2022 16 29 10%
billion  billion

Source: Ericsson Mobility Report, Nov 2016
Commercial in confidence | © Ericsson AB 2016 | 2016-12-30 | Page 17

But Key Experiences from |oT in the Home ...

B v
h"%‘ b Case Study of Some Common Home loTs

- - DivQtar Nisital __ SharxSecurity |
~ 8 14.67993900¢ 10.42.0.44 46.252.157.130 45962 21FTP 74 Request: TYPE 1
9 14.82073600€ 46.252.157.130 10.42.0.44 21 45962 FTP 96 Response: 200 TYPE is now 8-bit binary
1 1|10 14.82166000€ 16.42.6.44 46.252.157.130 45962 21 TCP 66 45962-21 [ACK] Seq=17 Ack=88 Win=8286 Len=8 TSval=1256532 TSe
& |11 14.82320700¢ 16.42.0. 44 46.252.157.130 45962 21FTP 72 Request: PASV
] 12 14.95763800€ 46.252.157.130 10.42.0.44 21 45962 FTP 117 Response: 227 Entering Passive Mode (46,252,157,136,124,42)

16 15.69326200€ 10. 46.252.157.
17 15.89602100€ 1. 46.252.157
18 15.23054000€ 46.252.157.130 10.42.6.44 21 45962 FTP

19 15.23179300€ 16.42.0.44 46.252.157.130 45962 21 TcP
20 15.23315800€ 10.42 46.252.157.130 60649 31786 FTP-DATA
21 15.23354400€ 10.42.0. 46.252.157.130 60649 31786 FTP-DATA
22 15.23388500€ 10.42.0. 46.252.157.130 66649 31786 FTP-DATA
23 15.37148300€ 46.252.157.130 10.42.0.44 31786 60649 TCP 66 3178660649 [ACK] Seq=1 Ack=1375 Win=17280 Len=0 TSval=258450
24 15.37192200€ 46.252.157.130 10.42.0.44 31786 60649 TCP 66, Ack=2749 Win=20096 Len=0 TSval=258450
25 15.37246900€ 10.42.0.44 46.252.157.130 60649 31786 FTP-DATA 1440)FTP Data: 1374 bytes
26 15.37255700€ 10.42.0.44 46.252.157.130 60649 31786 FTP-DATA  1440]FTP Data: 1374 bytes
i = = (rFassive vionior)

rine ) /

Belkin WeMo 7y

Switch f

Niait Ubi Smart
eS| Speaker
Source: Princeton University, 2016
= Thermostat 4
——
© Leaders in Security — LSEC — 3IF.be, 2017, Public— Closed User Group Distribution, p 18 Source: Bl Intelligence, 2015 LB s E c
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... learn that loT Devices are a Cyber Target!
IoT design, attacks in a nutshell

Gateway

© Leaders in Security — LSEC — 3IF.be, 2017, Public— Closed User Group Distribution, p 19

Top 5 loT attack vectors

s, JTAG, UART...

le-solderin:

Hardware
Hacking

Embedded
0s
(exploitation)

-attacks

Channel
Hacking
{com protoenis)

Secure Boot

bercrime, ThingBots, malwa

© Leaders in Security — LSEC — 3IF.be, 2017, Public— Closed User Group Distribution, p 20
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Source : LSEC loT Security, 2015, PWC
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Source : https://www.hackread. to;Tr/n'ﬂré\rbomelrhhl!"edr\o'dynrdﬂSrddGSra\lackS/ b

ser Group Distribution, p 21 Le 5 E E
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Next : From Hacking to Terrorism

Just Call The IT Guy
To The Rescue!

ource : hnps://www,wired.com/story/russian-hackers-attack-ukrailel-vO 5 E E

Impact on Natlonal Security

# WIREE

SUBSCRIBE

SSIA'S TEST

N
LAB FOR CYBER

ublic— Closed U Distribution, p 24 Source: Wired, AFP I_G S E E
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are enc

to do h y and i ( ion key.

follow the
Send A8 worth

IHMuxXTuR

you al Yy purc please enter it below.

Instructions : https://youtu.be/p3yiAC7zVRw

The Basics : 1 — Ransomware — ICS (In)Security & Easy Target

NBU: Third of Ukrainian banks hit by last week’s cyber attack

Small cyber attack hits Russia and Ukraine

October 24, 2017

—_—

http://cert-mi

© Leaders in Security — LSEC - 3IF.be, 2017, Public - Closed User Group Distribution, p 26 Source: AFP, Hackernews, Evraz, Guardian LS =EC
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The Basics : 2 — Shodan Public ICS Results

* Query Shodan
— "Industrial Control Systems"
* Predefined ports, strings
— + some popular strings/vendors

Industrial Control Systems

TRIDIUM 2BACnet

* api.search(expr);
— Per result api.host(ip_str, history=False)
¢ Hostname, domain, open ports

« SQLite Database i

¢ Only if combination of host+port+transport isn’t already there;

* Extract product and device information;

— Shodan info (device_type, product_name, vendor_id, shodan_module)

— Simple banner parsing (also from Shodan)

* 1°Product name ; 2° HTTP Banner ; 3° First strings in Shodan data object

© Leaders in Security — LSEC — 3IF.be, 2017, Public— Closed User Group Distribution, p 27

© Leaders in Security — LSEC — 3IF.be, 2017, Public — Closed User Group Distribution, p 28

lojsmrch gusrysporthIAL000

Source: Cudeso, Koen Van Impe, 2017 LO 5 E c

— :
— E
Digital Factories and Industrial

Industrial Internet require

Collecting Data and Providing
Insights into Factory Operations and

Security Incidents

Machine Learning and Highly
Skilled Cyber Security Experts drive

LSEC

14
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Security as a business process

3 ; Comprehensive and Proactive
Agile an_d responsive Continuous Assessment Detection
security process .

— VA
=/
Reduce risk by assessing Detect threats
(ﬁ) vulnerabilities & threats that matter faster
Robust Agile

Defense Response
Ongoing risk based
going (\ﬁl

evaluation of exposure | —1 i
ﬁ a—
Business context related
remedial actions Protect crucial assets and defend Proactively respond to breaches
known vulnerabilities quickly & effectively

An Organizational Change is Needed

PRy,
1(‘
<
RESILIENCE
E
&
S
&
Petppns®
Information Technology (IT) Operational Technology (OT)
industrial intemet
CONSORTIUM
© Leaders in Security — LSEC — 3IF.be, 2017, Public — Closed User Group Distribution, p 30 Source: 1IC - Industrial Internet Consortium, 2016 l_.G S E c
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Smart & Secure Devices : Opportunities & Challenges

End to End :

A holistic security
perspective focusing on
the whole chain of
events, product lifecycle,
organization,

components, systems
and network, both
business and operational
view. Master edges,
hardware identity and
privacy controls.

© Leaders in Security — LSEC — 3IF.be, 2017, Public— Closed U

ser Group Distribution, p 31

chain:of Trust including suppliers,
partners, and defining a process involving
people and checks and balances driving

innovation and change.

A Bg |
Engage cyber

security professionals
with experience in OT or
hire talent with the
expertise

Source : LSEC, 3IF.be, IIC, GE Wurldtech, 2016

=1 g =

Isolation of

processes, containers,
using virtual and
physical isolation

L°SEC

CONNECTED

Digital Platforms — Cybersecurity - highlights

Secure
through
life

*

¥ enisa

Baseline Security
Recommendations for loT

in the context of Critical Information Infrastructures

ENISA, November 2017

Supported by the European Commission through the Factories of the Future PPP (Grant Agreement Number 723777)

16
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s CONNECTED

Recommendation - Cybersecurity — Control Framework

1) secure your environment
a. Restrict Internet Access
b. Segregate critical systems from general IT environment
c. Reduce attack surface and vulnerabilities
d. Physically secure the environment
2) know and limit access
8 a. Prevent compromise of credentials
S b. Manage identities and segregate privileges
3) detect and respond
a. Detect anomalous activity to system or transaction
records
b. Plan for incident response and information sharing

3
Objectives

Supported by the European Commission through the Factories of the Future PPP (Grant Agreement Number 723777)

IIC Security Framework : security reference model

Components Builders System Builders Operational User

SPECIFY (2] SPECIFY (1) SYSTEM
COMPONENT Ll I SYSTE OPERATIONAL
REQUIREMENTS REQUIREMENTS REQUIREMENTS

DELIVER

COMPONENT

TRUST in Component 0

Trust flows down from the owner/operator to all parts of the
[loT system, but trust must be enabled from the bottom up.

DEPLOY

INTEGRATED SYSTEM OPERATIONAL
SYSTEM CAPABILITIES SYSTEM

Iindusirial intemet
CONSORTIUM

© Leaders in Security — LSEC — 3IF.be, 2017, Public — Closed User Group Distribution, p 34 Source: IIC - Industrial Internet Consortium, LO s E c
2016 iaeraes (v dkcen
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Or Go to Standards — but there’s a couple of them

. Manufacturing/ Vehicular/ - Farming/
Home/Building |, qystry Automation Transportation ~ Healthcare ~ Energy Cities  Wearables  pqyifood
(o -l qi:\ﬁ"s‘;m\ /o1@psoteiLee \ (g \ (onsisa__ ) [ @ Ee N (ot ) [ o N
LE D ihace — St V/7ays CI;\MR'E CAR @ = CENELEC ) SIEEE K
i, NN @ % @ e fesis] | o || ZEope

- it o e 1|gBee it
CENELEC RN | | CENELEC ‘OIEEE : va Sfia @ E U siiance @
AVHY m IHE = <9 IEEE CENELEE n;f?x
& KNX B2 : 7 @ = - & JTC 1 < s
AVSY \ FDICOM i $IEEE
@ I0-Link 154 e = x=m fonm ©IEEE
_ i il :W oD A a SRR ¢ A L @ Lo or b
Open Connecty . M ’c’““‘””“” iy CENELEG
\Fiédam ' oz, M| | e trrfenum @y 091 e 5| | ™ED N
L

e o = wOpetin - - R
") G2 o ) (@ o e s ) (mor) (€ aiom) @ aom) \vatory

Openfog WIRELESS \‘NOR:L[‘) .
BM onsisa | ma e @

KA !g HYPERCA . L]
0SGi’ - \hta
ot

£ D miiance @ TETE @IEEE
roadband / x@
ipen """m’ srour ’Poru = ( D @ I@T. Au‘a,‘(e O‘ﬁ(’.‘/z‘m\lr
= 1EC eCl@ss’ ot - om i
LoRa " R seces g, pvm O Q@i \J [
K = roferm ©Bluetooth’ Ve GLGBALPLATFORM xvon 4 Forum
© Leaders in Security — LSEC — 3IF.be, 2017, Public — Closed User Group Distribution, p 35 Source: AIOTI, 2017 LG S E c

Even more standards : open source

Service & App

A
W)//;%IAAL
Warp10
’%'ﬂflUXDB 0PENIuT @“«r o dpenremote
sensjNact
Spoiz i OMZM
@Allmyn moza@ n -Sofiag a
openstack |/ 7}
il e ~— Linux IQTDM
loTivit _,)» Y : -
- ort- @ owssr =
B2C (e.0., —— Node-RED B2B
Consumer Market) W on aho [Q‘/ (e.g., Industrial Internet Market)
' 5 : OPNFV e | €T O :
l:_l ThingSpeak Contiki CP
* Particle Mo
© Leaders in Security — LSEC — 3IF.be, 2017, Public — Closed User Group Distribution, p 36 ’ﬁ i Source: AIOTI, 2017 l_e 5 E c

Connectivity
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Just Security Standards ...

Standard / Scheme

Certification de Sécurité de
Premier Niveau (CSPN)

Commercial Product Assurance
(CPA)

Common Criteria

European Privacy Seal

National IT Evaluation Scheme
(NITES)

Software Improvement Group
(SIG) Software Quality Model for
Security

UL Cybersecurity Assurance
Program (UL 2900-1 / 2)

ULD Datenschutz-Gutesiegel

© Leadérs in Security — LSEC — 3IF.be, 2017, Holstein Closed User Group Distribution, p 37

Body Country /
Industry

ANSSI France
Generic

NCSC UK
Generic

Signatories of the CCRA  International
Generic
Signatories of the SOG-IS

EuroPriSe Europe

Generic
products,
websites
Singapore
General
Software Improvement | The Netherlands

CSA Singapore

Group General

uL USA
Generic

Unabhéngiges Germany

Landeszentrum fur (Schleswig-

Datenschutz Schleswig- | Holstein)

over 100 of them

Link

https://www.ssi.gouv.fr/administration/produi
ts-certifies/cspn/les-procedures-formulaires-
et-methodologies Standard / Scheme
https://www.ncsc.gov.uk/schem |sa/IEC 62433
-product-assurance-cpa
Automation and
https://www.commoncriteriapo| Control Systems)

IACS Cybersecurity
Certification
https://www.european-privacy-seghaiifBik
en/Home (proposed)

WWW.S0gis.org

https://www.csa.gov.sg/

https://www.sig.eu/insight/practical-model-
rating-software-security

http://www.ul.com/cybersecurity/

https://www.datenschutzzentrum.de/guetesie
gel/
(German only)

(Security for Industrial

Ref.

Shilil

Body

ISA/IEC

JRC

314

S5

3.1.6

317

3.18

Country

Internatio
nal

Europe

Source: EC, ECSO, September2017

8-12-2017

Link Ref.

https://webstore.iec.ch/searc | 3.2.
hform&q=62443
http://www.isasecure.org/en-

us/

https://erncip- 3.2

project.jrc.ec.europa.eu/netw 2
orks/tgs/european-iacs

L®SEC

Certification than — Cybersecurity Act (COM(2017) 477)09.17

Proposal for a
REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE
COUNCIL on ENISA, the "EU Cybersecurity Agency", and repealing
Regulation (EU) 526/2013, and on Information and Communication
Technology cybersecurity certification

* Cybersecurity certification of ICT products and services

* |ICT products and services need to directly incorporate security features in
the early stages of their technical design
* purpose to inform and reassure purchasers and users about the security

properties

* Proposal for Cybersecurity Certification Framework (the "Framev\liork

© Leaders in Security — LSEC — 3IF.be, 2017, Public — Closed User Group Distribution, p 38

Source: EC, September2017

C
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IIC ISF Standard : Applying Security on the 3-tier architecture

Secure Implementations

End-to-end security: To achieve end-to-end

security in an IS, its implementation must

provide:

* protected device-to-device communications,

« confidentiality and privacy of the data
collected,

* remote security management and monitoring,

* simultaneously addressing both existing
technologies as well as new technologies, and

¢ seamlessly spanning both information
technology (IT) and operational technology
(oT)

* subsystems and processes without interfering
with operational business processes.

© Leaders in Security , LSEC - 3IF, 2017, Public— Closed User Group Distribution, p 39

R A B 9 i

Security Gateway

Secure Endpoints

Legacy
Protocols

Legacy Endpoints Legacy Protocols protected by

physical & L2/13 security

LOSEC

Source: IC, 2016

Recommended : Industrial Internet (1IC) Security Framework Architecture
The Industrial Internet effort will bring industrial control systems online to form large end-to-end systems,
connecting them with people, and fully integrating them with enterprise systems, business processes and
analytics solutions. These end-to-end systems are referred to as Industrial Internet Systems (1ISs).

Security across Viewpoints
incustial intemet 1. Integrated approach
ERHIORION 2. Threat modelling and secure design

Security concerns in Business context

Usage Viewpoints

Activities

Security monitoring

2. Security auditing

3. Security policy management

4. Cryptographic support management

Functional Viewpoint

Common Security Functions

Security audit

Identity verification

Cryptographic support

Data protection and privacy

Authentication and identity management
Figure 3-2 Architecture Viewpoints 6. Physica| protection

© Leaders in Security — LSEC — 3IF.be, 2017, Public — Closed User Group Distribution, p 40

Internet 1.

Business Viewpoint

Usage Viewpoint

' Functional Viewpoint
' Implementation Viewpoint

uhwN e

Common Security Common Security

SOFTWARE
INTEGRATOR

SOLUTION
PROVIDER

FRAMEWORK
|_CONTAINER |
| FIRMWARE |

Source: 1IC, 2016
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[IC lloT Security Reference Architecture Components

« Security Isolation Model i ture
ScUrity 15Q/atip VRESS * Decentralized Management
* Process Isolation * Edge Autonomy
* Container Isolation * Software Defined World
 Virtual Isolation * Hardware Identity (PUF)
« Physical Isolation * Privacy _Controls: Homomorphic
Encryption

* Quantum Computing
* Fog Computing, Blockchain

s

Managed Device Node Managed Device Node Managed Device Node Gateway Device
PROCESS ISOLATION CONTAINER ISOLATION VIRTUAL ISOLATION PHYSICAL ISOLATION
© Leaders in Security , LSEC - 3IF, 2017, Public — Closed User Group Distribution, p 41 Source: IIC, 2016 L®*S =C
‘ .
LSEC — European Cyber Security Catalyst L®SEC
European Network of Security Professionals, Research and Industry vt bl
e ACA foaan WINEEY

LSEC is an international IT - & Information Security cluster, a not for profit organization that Tsabel _ agiewm RN Do e & mee
promotes Information Security and the expertise in Europe. Founded by KU Leuven, supported PR - NI — (=K
by European and Flemish Communities and leading a PAN European Private partnership that Bl e o e EER  veaces
interacts with Public Institutions, LSEC connects security experts, research institutes and O SoPHOS suem | MG gy EICISAPON 325

KxPwe == € O mctee

universities, government agencies, end users, funding bodies and technical experts and is a 4 &
B ot oo

catalyst in cyber security innovations. LSEC activities aim to raise cyber security awareness, ._,_“"_mw f
support innovation and improve the competitiveness of the IT- Security market. o mion B wsw o A~ -

Unite stakeholders, stimulate collaboration, enable high tech

entrepreneurship Some Partnerships
LSEC provides an international platform that unites security stakeholders, stimulates sty o
) . ) o ma
collaboration and enables high tech entrepreneurship. This will help researchers understand eyl Z g
industry needs, help Industry access the IT security research that they need, and help ensure that csi o -
fundamental research is translated to sustainable solutions. 1 71:‘7 e
Bl G

wsec

urity — LSEC, 2017, Private & Confidential — Closed User Group Distribution — Do Not Distribute
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LSEC — European Cyber Security Catalyst L*SLCC

Bring together the IT Security Expertise in Europe

With a broad membership base of over 265+ security specialized organizations, and more
than 8.000 individual Information security professionals, LSEC accesses over 25.000 security
stakeholders on a regular basis. With operations in the Netherlands, Belgium, Luxembourg
and the UK, LSEC leads a PAN European Partnership with other security clusters that interacts
with private partners, policy makers and public administration.

Strategic partner to FHI

LSEC has a strategic partnership with other European Cyber Security Clusters and Industry
Associations. We’ve teamed up with FHI & D&E, because of joint interests and experience
sharing, providing a channel for collaboration and joint developments.

) Leaders in Security — LSEC, 2017, Private & Confidential - Closed User Group Distribution — Do Not Distribute 43

\
LSEC Activities :

1. By Members for Members :
Experience Sharing - Conferences, Seminars, Workshops, Education, Training

LSEC Data Protection
Ger Data Prot Regulation
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https://www.leadersinsecurity.org/

8-12-2017

LSEC Activities :

2. Cyber Security Threat Intelligence Sharing Platforn
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LSEC Activities :

3. Industrial Collaborations
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Are You..? f

Manufacturer, Industrial Processor or Technology Provider
Small & Medium Sized L
Going Smart, Digital and Connected
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IPACSO Innovation Awards
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LSEC European Market Platform : Clusters going digital

EXPLORE THE CYBERSECURITY ECOSYSTEM Q

# cLusTER wasKERS @ endian
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3IF.be — Industrie 4.0 in Flanders

1. Stimulate (economic) developments of industrial
internet, industrie 4.0 and lloT in Flanders, and support

the viability of the Industry

2. Inform manufacturers and suppliers on use cases and
technological developments to fully benefit of the

technological opportunities ahead

3. Support the digital transformation with information
sessions, workshops, trainings and advisory services

Connect suppliers with users of technology

5. ldentify and Create 14.0 ecosystems, with Flemish

technology providers

6. Support industry initiatives with digital, technology and
best practice expertise and experiences
7. Fieldlab Predictive Maintenance and Industrial Data

System
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3IF.BE Trainings & Workshop : Drivers License 14.0 — also in Nederland

INDUSTRY 4.0 DRIVER LICENSE

Are you on target for industry 4.0?
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AND

KEY QUESTIONS IN CC

= Why is it important to act early?
= How does digitalisation change the world?

= Which development paths are possible with industry

4.0?

= What new possiblities are created for the production

environment, logistic and R&D?

= Why are new business models the actual challenge?

YOUR PROF
= systematic comprehension for the digitalisation
« concrete approaches for your company

= insights into already implemented industry 4.0

projects

= intensive interchange with other course participants

and the trainer

= character of a interactive workshop

| o

LSEC
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START benchmarking your
organization’s plants today and F
ACME SAVE time and costs associated \i-‘_———» X
with detailed assessments. [ i
Industrieel Internet

Assessments for Manufacturing SME’s in 2017-2018
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Save the Date

www.lsec.eu — www.3if.be

3IF.be

29-30.05.18
Industrie 4.0 — Industrial Internet in Flanders

International Conference 2018

* Trends & Developments in Industrie 4.0 & lloT \

*  From Use Case to Business Case to Industrial Roll Out and
Operations

* Edges and Cloud, Mastering End to End Security

* Flanders Industrie 4.0 Field Lab experiences from the
trenches.
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Conclusions for Electronics & Design Manufacturers :

Enterprise & Industrial oT are being accepted, already omnipresent and growing
Simple and basic security measures are not always included : security by default

lloT impacts current business and causes security challenges for others

Different standards and certification mechanisms, not always aligned

Reference Architectures exist and are being further enhanced

Regulation under development

Allow to Integrate in existing Security Frameworks such as IAM and GRC where possible
Security by default, Security by design

. End to End

10. Isolation & Segmentation

©ONOUAWN R

Cybersecurity and Operational Design & Efficiency
should be considered - evaluated together
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Are You..?

Manufacturer, Industrial Processor or Technology Provider
Small & Medium Sized
Going Smart, Digital and Connected

QorC
Ulrich Seldeslachts
A"G“EN—TS'CGHAD - ulrich@lsec.eu
T ECS# +32 475 71 3602
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