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Ulrich Seldeslachts , 

Leuven, Dec 8th 2017

Source : https://www.hackread.com/mirai-botnet-linked-to-dyn-dns-ddos-attacks/

Source : https://blog.perfectcloud.io/internet-of-things-identity-management/

… towards a Smart World

Source: Libelium
© 3IF.be – LSEC, 2017, Public – Closed User Group Distribution,  p 2
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… a connected business environment

Source: BI Intelligence, 2015

We Ae Here

© 3IF.be – LSEC, 2017, Public – Closed User Group Distribution,  p 3

Enterprise and Industrial IoT: a Future Identity Disruptor?
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Enterprise and Industrial IoT: a Future Identity Disruptor?

Plant 
Irrigation

Surveillance

Lightning

Doors –
Access 
Control

Heating

Cooling

Control 
Units

Office 
Equipment

Window 
Shields

Smoke and 
other Sensors

Projection 
Public 
Announce

© 3IF.be – LSEC, 2017, Public – Closed User Group Distribution,  p 5

Commercial in confidence  |  © Ericsson AB 2016  |  2016-12-30  |  Page 6

Everything

connected

Every Company is a digital company
5G and IoT are  game changers

Public safety

Utilities Mining

Shipping
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The Industrial Internet & the Digital Factory

Source: LSEC – 3IF.be, Siemens, 

2016

Industrie 4.0, Industrial Internet, 
Smart Manufacturing indicate the 

level of Digitalisation of 
Manufacturing

Legacy and Smarter Devices are 

being connected to Drive 
Operational Efficiency

Smarter production will allow Mass 
Customization

© Leaders in Security – LSEC – 3IF.be, 2017, Public – Closed User Group Distribution,  p 7

A New Era of Manufacturing

© 3IF.be – LSEC, 2017, Public – Closed User Group Distribution,  p 8 Source: EOS, 2016
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Source: McKinsey & Co, 2017

IoT… manufacturing to lead, logistics early adopter 

Source: BI Intelligence, 2015
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© Leaders in Security – LSEC – 3IF.be, 2017, Public – Closed User Group Distribution,  p 10
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The potential of I4.0

© 3IF.be – LSEC, 2017, Public – Closed User Group Distribution,  p 11
Source : German Innovation Center for I4.0, 2017

Industrie 4.0 and more

Source : Plattform Industrie 4.0, 2013© 3IF.be – LSEC, 2017, Public – Closed User Group Distribution,  p 12
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The next big thing? 

© 3IF.be – LSEC, 2017, Public – Closed User Group Distribution,  p 14 Source: BI Intelligence, 2017

https://static-bii.businessinsider.com/image/58da92d49cdcd368018b4b14-960/biiiiotventurefunding.png
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The next big thing for Electronics Designers & Manufacturers  

© 3IF.be – LSEC, 2017, Public – Closed User Group Distribution,  p 15

1. Sensors & Connectivity

1. Connectivity

2. Sensors & Monitoring

3. M2M / Satellite

2. Edge Devices & Connected Objects

1. Inspection Drones

2. 3D Printing

3. Industrial AR/VR 

4. Wearables 

5. Robotics & Exo 

3. Universal Platforms & Edge Intelligence

1. Universal Platforms

2. Fog & Edge Computing

Source: CB Insights 2017

4. Applied Sensor Networks

4. Fleet 

5. Oil & Gas 

6. Agriculture

7. Smart Grid

8. Factory 

9. Warehouse

5. Advanced Analytics, Edge Intelligence & Protection

1. AI, ML, Predictive Analytics

2. Cybersecurity

Source: Wurldtech 2016
© Leaders in Security – LSEC – 3IF.be, 2017, Public – Closed User Group Distribution,  p 16

The industrial internet 

is here to stay.  50B devices 
connecting by 2020

Security Incidents are 
increasing in frequency, 

sophistication and impact

The only way to address security
is an automated end-to-end approach 
and highly skilled professionals.
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Source: Ericsson Mobility Report, Nov 2016

29 billion devices – 29 billion sources of potential threat

But Key Experiences from IoT in the Home …

Source: BI Intelligence, 2015

We Ae Here

Source: Princeton University, 2016

© Leaders in Security – LSEC – 3IF.be, 2017, Public – Closed User Group Distribution,  p 18
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… learn that IoT Devices are a Cyber Target!

Source: LSEC IoT Security 2015, PWC© Leaders in Security – LSEC – 3IF.be, 2017, Public – Closed User Group Distribution,  p 19

Source : LSEC IoT Security, 2015, PWC

Top 5 IoT attack vectors

© Leaders in Security – LSEC – 3IF.be, 2017, Public – Closed User Group Distribution,  p 20
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Top 5 IoT attack vectors

© Leaders in Security – LSEC – 3IF.be, 2017, Public – Closed User Group Distribution,  p 21

Source : https://www.hackread.com/mirai-botnet-linked-to-dyn-dns-ddos-attacks/

OCTOBER 2016

Source : Checkpoint, Netlab365

Mirai

© Leaders in Security – LSEC – 3IF.be, 2017, Public – Closed User Group Distribution,  p 22

OCTOBER 2017

BY NOVEMBER 2017, 100.000 devices and counting
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Next : From Hacking to Terrorism

© Leaders in Security – LSEC, 3IF - 2017, Public – Closed User Group Distribution,  p 23 Source : https://www.wired.com/story/russian-hackers-attack-ukraine/

Impact on National Security

Source: Wired, AFP© Leaders in Security – LSEC – 3IF.be, 2017, Public – Closed User Group Distribution,  p 24

"This ransomware infects devices through a 
number of hacked Russian media websites," 
Group-IB said.
"Based on our investigation, this has been a 
targeted attack against corporate networks, 
using methods similar to those used during 
the (NotPetya) attack."
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Ulrich Seldeslachts , 

Leuven, June 28th, 2017

Source : https://www.hackread.com/mirai-botnet-linked-to-dyn-dns-ddos-attackshttps://youtu.be/p3yiAC7zVRw/

Instructions : https://youtu.be/p3yiAC7zVRw

The Basics : 1 – Ransomware – ICS (In)Security & Easy Target

Source: AFP, Hackernews,Evraz, Guardian© Leaders in Security – LSEC – 3IF.be, 2017, Public – Closed User Group Distribution,  p 26

"This ransomware infects devices through a 
number of hacked Russian media websites," 
Group-IB said.
"Based on our investigation, this has been a 
targeted attack against corporate networks, 
using methods similar to those used during 
the (NotPetya) attack."

http://cert-mu.govmu.org/English/Documents/White%20Papers/PETYA%20CYBER%20ATTACK%20-%20CERTMU%20WHITEPAPER.pdf
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The Basics : 2 – Shodan Public ICS Results 

Source: Cudeso, Koen Van Impe, 2017© Leaders in Security – LSEC – 3IF.be, 2017, Public – Closed User Group Distribution,  p 27

• Query Shodan
– "Industrial Control Systems"

• Predefined ports, strings

– + some popular strings/vendors

• api.search(expr);
– Per result api.host(ip_str, history=False)

• Hostname, domain, open ports
• SQLite Database
• Only if combination of host+port+transport isn’t already there;

• Extract product and device information;
– Shodan info (device_type, product_name, vendor_id, shodan_module)
– Simple banner parsing (also from Shodan)

• 1° Product name  ; 2° HTTP Banner ; 3° First strings in Shodan data object

Digital Factories and Industrial 

Industrial Internet require Smart 
and Secure Devices

Collecting Data and Providing 
Insights into Factory Operations and 

Security Incidents AI Driven 
Advanced Analytics 

Machine Learning and  Highly 
Skilled Cyber Security Experts drive 

Automated Mitigation and 
Response

© Leaders in Security – LSEC – 3IF.be, 2017, Public – Closed User Group Distribution,  p 28
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Commercial in confidence  |  © Ericsson AB 2016  |  2016-12-30  |  Page 29

Ongoing risk based 

evaluation of exposure

Business context related 

remedial actions

Agile and responsive 

security process

Reduce  risk  by assessing 

vulnerabilities & threats

Comprehensive and 

Continuous Assessment

Detect threats 

that matter faster

Proactive 

Detection

Proactively respond to breaches 

quickly & effectively

Agile 

Response

Protect crucial assets and defend 

known vulnerabilities

Robust

Defense

Security as a business process

An Organizational Change is Needed

Source: IIC – Industrial Internet Consortium, 2016© Leaders in Security – LSEC – 3IF.be, 2017, Public – Closed User Group Distribution,  p 30
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Source : LSEC, 3IF.be, IIC, GE Wurldtech, 2016

Engage cyber 
security professionals 
with experience in OT or 
hire talent with the 
expertise

Chain of Trust including suppliers, 
partners, and defining a process involving 
people and checks and balances driving 
innovation and change. 

End to End 
A holistic security 
perspective focusing on 
the whole chain of 
events, product lifecycle, 
organization, 
components, systems 
and network, both 
business and operational 
view. Master edges, 
hardware identity and 
privacy controls.

Isolation of 
processes, containers, 
using virtual and 
physical isolation

SMART & SECURE DEVICES

© Leaders in Security – LSEC – 3IF.be, 2017, Public – Closed User Group Distribution,  p 31

Smart & Secure Devices : Opportunities & Challenges

Supported by the European Commission through the Factories of the Future PPP (Grant Agreement Number 723777)

Digital Platforms – Cybersecurity - highlights

ENISA, November 2017
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Supported by the European Commission through the Factories of the Future PPP (Grant Agreement Number 723777)

Recommendation - Cybersecurity – Control Framework

1) secure your environment
a. Restrict Internet Access
b. Segregate critical systems from general IT environment
c. Reduce attack surface and vulnerabilities
d. Physically secure the environment

2) know and limit access
a. Prevent compromise of credentials
b. Manage identities and segregate privileges

3) detect and respond
a. Detect anomalous activity to system or transaction

records
b. Plan for incident response and information sharing

IIC Security Framework : security reference model 

Source: IIC – Industrial Internet Consortium, 

2016

Trust flows down from the owner/operator to all parts of the 
IIoT system, but trust must be enabled from the bottom up. 

© Leaders in Security – LSEC – 3IF.be, 2017, Public – Closed User Group Distribution,  p 34
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Or Go to Standards – but there’s a couple of them

Source: AIOTI, 2017© Leaders in Security – LSEC – 3IF.be, 2017, Public – Closed User Group Distribution,  p 35

Home/Building 
Manufacturing/

Industry Automation

Vehicular/

Transportation

Open Automotive Alliance

Healthcare Energy Wearables
Farming/

AgrifoodCities

AIOTI AIOTI AIOTI AIOTI AIOTI

AIOTI

AIOTI AIOTIAIOTI

NB-IoT

Forum

Open Connectivity

Foundation

Even more standards : open source

Source: AIOTI, 2017© Leaders in Security – LSEC – 3IF.be, 2017, Public – Closed User Group Distribution,  p 36

Linux IoTDM

Service & App 

Connectivity

B2B                                      

(e.g., Industrial Internet Market)

B2C              (e.g., 

Consumer Market)
Node-RED

Warp10

http://www.aioti.eu/default.html
http://www.aioti.eu/default.html
http://www.aioti.eu/default.html
http://www.aioti.eu/default.html
http://www.aioti.eu/default.html
http://www.aioti.eu/default.html
http://www.aioti.eu/default.html
http://www.aioti.eu/default.html
http://www.aioti.eu/default.html
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Just Security Standards … over 100 of them

Source: EC, ECSO, September 2017© Leaders in Security – LSEC – 3IF.be, 2017, Public – Closed User Group Distribution,  p 37

Standard / Scheme Body Country / 

Industry

Link Ref.

Certification de Sécurité de 

Premier Niveau (CSPN)

ANSSI France

Generic

https://www.ssi.gouv.fr/administration/produi

ts-certifies/cspn/les-procedures-formulaires-

et-methodologies

3.1.1

Commercial Product Assurance 

(CPA)

NCSC UK

Generic

https://www.ncsc.gov.uk/scheme/commercial

-product-assurance-cpa

3.1.2

Common Criteria Signatories of the CCRA

Signatories of the SOG-IS 

International

Generic

https://www.commoncriteriaportal.org/

www.sogis.org

3.1.3

European Privacy Seal EuroPriSe Europe

Generic 

products, 

websites

https://www.european-privacy-seal.eu/EPS-

en/Home

3.1.4

National IT Evaluation Scheme 

(NITES)

CSA Singapore Singapore

General

https://www.csa.gov.sg/ 3.1.5

Software Improvement Group 

(SIG) Software Quality Model for 

Security

Software Improvement 

Group

The Netherlands

General

https://www.sig.eu/insight/practical-model-

rating-software-security

3.1.6

UL Cybersecurity Assurance 

Program (UL 2900-1 / 2)

UL USA

Generic

http://www.ul.com/cybersecurity/ 3.1.7

ULD Datenschutz-Gütesiegel Unabhängiges 

Landeszentrum für 

Datenschutz Schleswig-

Holstein

Germany 

(Schleswig-

Holstein)

https://www.datenschutzzentrum.de/guetesie

gel/

(German only)

3.1.8

Standard / Scheme Body Country Link Ref.

ISA/IEC 62433 

(Security for Industrial 

Automation and 

Control Systems)

ISA/IEC Internatio

nal

https://webstore.iec.ch/searc

hform&q=62443

http://www.isasecure.org/en-

US/

3.2.

1

IACS Cybersecurity 

Certification 

Framework 

(proposed)

JRC Europe https://erncip-

project.jrc.ec.europa.eu/netw

orks/tgs/european-iacs

3.2.

2

Certification than – Cybersecurity Act (COM(2017) 477)09.17

Source: EC, September 2017© Leaders in Security – LSEC – 3IF.be, 2017, Public – Closed User Group Distribution,  p 38

Proposal for a
REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE 
COUNCIL on ENISA, the "EU Cybersecurity Agency", and repealing 
Regulation (EU) 526/2013, and on Information and Communication 
Technology cybersecurity certification
• Cybersecurity certification of ICT products and services
• ICT products and services need to directly incorporate security features in 

the early stages of their technical design
• purpose to inform and reassure purchasers and users about the security 

properties
• Proposal for Cybersecurity Certification Framework (the "Framework") 
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IIC ISF Standard : Applying Security on the 3-tier architecture

© Leaders in Security , LSEC  - 3IF, 2017, Public – Closed User Group Distribution,  p 39

Secure Implementations
End-to-end security: To achieve end-to-end 
security in an IIS, its implementation must 
provide:
• protected device-to-device communications, 
• confidentiality and privacy of the data 

collected,   
• remote security management and monitoring, 
• simultaneously addressing both existing

technologies as well as new technologies, and
• seamlessly spanning both information 

technology (IT) and operational technology
(OT) 

• subsystems and processes without interfering
with operational business processes.

Source: IIC, 2016

Recommended : Industrial Internet (IIC) Security Framework Architecture

Security across Viewpoints
1. Integrated approach
2. Threat modelling and secure design

Security concerns in Business context
Usage Viewpoints 
Common Security Common Security 
Activities
1. Security  monitoring  
2. Security auditing
3. Security policy management  
4. Cryptographic support  management

Functional Viewpoint
Common Security Functions
1. Security audit 
2. Identity verification 
3. Cryptographic  support  
4. Data protection and privacy  
5. Authentication and identity management  
6. Physical  protection

The Industrial Internet effort will bring industrial control systems online to form large end-to-end systems,  
connecting them with people,  and fully integrating them with enterprise systems ,  business  processes and
analytics solutions.  These  end-to-end  systems  are  referred to  as Industrial Internet Systems (IISs).

Source: IIC, 2016© Leaders in Security – LSEC – 3IF.be, 2017, Public – Closed User Group Distribution,  p 40
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IIC IIoT Security Reference Architecture Components

© Leaders in Security , LSEC  - 3IF, 2017, Public – Closed User Group Distribution,  p 41 Source: IIC, 2016

• Security Isolation Models

• Process Isolation

• Container Isolation

• Virtual Isolation

• Physical Isolation

• Future :
• Decentralized Management
• Edge Autonomy
• Software Defined World
• Hardware Identity (PUF)
• Privacy Controls:  Homomorphic 

Encryption
• Quantum Computing
• Fog Computing, Blockchain

LSEC – European Cyber Security Catalyst

European Network of Security Professionals, Research and Industry

LSEC is an international IT - & Information Security cluster, a not for profit organization that 
promotes Information Security and the expertise in Europe. Founded by KU Leuven, supported 
by European and Flemish Communities and leading a PAN European Private partnership that 
interacts with Public Institutions, LSEC connects security experts, research institutes and 
universities, government agencies, end users, funding bodies and technical experts and is a 
catalyst in cyber security innovations. LSEC activities aim to raise cyber security awareness, 
support innovation and improve the competitiveness of the IT- Security market.

Unite stakeholders, stimulate collaboration, enable high tech 
entrepreneurship
LSEC provides an international platform that unites security stakeholders, stimulates 
collaboration and enables high tech entrepreneurship. This will help researchers understand 
industry needs, help Industry access the IT security research that they need, and help ensure that 
fundamental research is translated to sustainable solutions. 

42© Leaders in Security – LSEC, 2017, Private & Confidential – Closed User Group Distribution – Do Not Distribute

https://www.leadersinsecurity.org/
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LSEC – European Cyber Security Catalyst

Bring together the IT Security Expertise in Europe

With a broad membership base of over 265+ security specialized organizations, and more 
than 8.000 individual Information security professionals, LSEC accesses over 25.000 security 
stakeholders on a regular basis. With operations in the Netherlands, Belgium, Luxembourg 
and the UK, LSEC leads a PAN European Partnership with other security clusters that interacts 
with private partners, policy makers and public administration.

Strategic partner to FHI

LSEC has a strategic partnership with other European Cyber Security Clusters and Industry 
Associations. We’ve teamed up with FHI & D&E, because of joint interests and experience 
sharing, providing a channel for collaboration and joint developments. 

43© Leaders in Security – LSEC, 2017, Private & Confidential – Closed User Group Distribution – Do Not Distribute

LSEC Activities : 

44

1. By Members for Members : 
Experience Sharing - Conferences, Seminars, Workshops, Education, Training

© Leaders in Security – LSEC, 2017, Private & Confidential – Closed User Group Distribution – Do Not Distribute

https://www.leadersinsecurity.org/
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LSEC Activities : 

45

2. Cyber Security Threat Intelligence Sharing Platform
Cyber 
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& 
Services 
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ns 
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on 
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System)
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on 
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Centre 
(ISAC)

Cyber 
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Advisory 

Private & 
Public 

Incident 
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(CERTs )

Cyber 
Security 
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(Internet) 
Service 
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End 
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Device 
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(Law 
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© Leaders in Security – LSEC, 2017, Private & Confidential – Closed User Group Distribution – Do Not Distribute

LSEC Activities : 

46

3. Industrial Collaborations

© Leaders in Security – LSEC, 2017, Private & Confidential – Closed User Group Distribution – Do Not Distribute
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LSEC European Market Platform : Clusters going digital

47© Leaders in Security – LSEC, 2017, Private & Confidential – Closed User Group Distribution – Do Not Distribute

https://globalepic.org

PARTNERSHIP MEMBERS
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3IF.be – Industrie 4.0 in Flanders

1. Stimulate (economic) developments of industrial

internet, industrie 4.0 and IIoT in Flanders, and support 

the viability of  the Industry

2. Inform manufacturers and suppliers on use cases and 

technological developments to fully benefit of the 

technological opportunities ahead

3. Support the digital transformation with information 

sessions, workshops, trainings and advisory services 

4. Connect suppliers with users of technology

5. Identify and Create I4.0 ecosystems, with Flemish

technology providers 

6. Support industry initiatives with digital, technology and 

best practice expertise and experiences

7. Fieldlab Predictive Maintenance and Industrial Data 

System

© 3IF.be – LSEC, 2017, Public – Closed User Group Distribution,  p 49

3IF.BE Trainings & Workshop : Drivers License I4.0 – also in Nederland 

© 3IF.be – LSEC, 2017, Public – Closed User Group Distribution,  p 50
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3IF.BE Digital Transformation Guidance

© 3IF.be – LSEC, 2017, Public – Closed User Group Distribution,  p 51

Assessments for Manufacturing SME’s in 2017-2018

Save the Date

© Leaders in Security – LSEC – 3IF.be, 2017, Public – Closed User Group Distribution,  p 52

www.lsec.eu – www.3if.be 

3IF.be 
29-30.05.18 

Industrie 4.0 – Industrial Internet in Flanders
International Conference 2018

• Trends & Developments in Industrie 4.0 & IIoT
• From Use Case to Business Case to Industrial Roll Out and

Operations
• Edges and Cloud, Mastering End to End Security
• Flanders Industrie 4.0 Field Lab experiences from the 

trenches.
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Conclusions for Electronics & Design Manufacturers :

1. Enterprise & Industrial IoT are being accepted, already omnipresent and growing
2. Simple and basic security measures are not always included : security by default 
3. IIoT impacts current business and causes security challenges for others
4. Different standards and certification mechanisms, not always aligned
5. Reference Architectures exist and are being further enhanced
6. Regulation under development
7. Allow to Integrate in existing Security Frameworks such as IAM and  GRC where possible
8. Security by default, Security by design 
9. End to End 
10. Isolation & Segmentation

© 3IF.be – LSEC, 2017, Public – Closed User Group Distribution,  p 53

Cybersecurity and Operational Design & Efficiency 
should be considered - evaluated together

Q or C
Ulrich Seldeslachts 

ulrich@lsec.eu 

+32 475 71 3602


