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PHYSICAL
UNCLONABLE
FUNCTIONS
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Physical attack

* Power

* Electromagnetic
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Eavesdropping (read)
Manipulation (write)
Replay/relay (history) o
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IMEC’S PHYSICAL UNCLONABLE FUNCTION (PUF)
BASED ON INTRINSIC RANDOMNESS OF OXIDE BREAKDOWN POSITIONS IN CMOS
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Low cost, low power for loT, reliable, small footprint
No trusted third party: key generation by service provider
Both random key generation & programmable keys

3 unique
features
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HOW GOOD ISTHE PUF? RANDOMNESS AND UNIQUENESS

Chip.2

Ratio of 16
black/white?

SN

8

16 4 8 12 16

= Randomness

= Probability of having“l” and “0”
= Uniqueness

= Difference between chips



() RANDOMNESS: FOLLOWS BINOMINAL DISTRIBUTION

10

—— Binomial distribution 4080 devices

=== \leasured Bias
Mean:
0.498

Chip Count

0.46

Bias

03 04 05 06 07

. . , Bias .
= Bias follows |deaﬁ)lnom|al distribution

“I”

= Equal probability to produce “0” and
= Overall bias 0.498 is within £ bound



(I UNIQUENESS: INTERCHIP HAMMING DISTANCE

0.12

Normalized Hamming distance (HD) example ) Binorhial dist'ribution'

= \easured Inter-HD

68 chips

o
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Chipl: 0000 0.10
A ]
D HD=0 §

Chip2: 0000 S 0.08
HD=0.5 , O
Chip3: 0101 Neo)
(<))

Chip4: 1010 HD=! '5006
ip4: E
£
O
<

= HD follows ideal binomial distribution 0.02}
= Data pattern in each chip is unique
= HD has to be 0.5 000=3""04 05 06 07

* The resulting PUF data is unpredictable Hamming Distance (Normalized)
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AES — INVENTED BY IMEC RESEARCH GROUP COSIC AT KU LEUVEN
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Advanced Encryption Standard

From Wikipedia, the free encyclopedia

The Advanced Encryption Standard (AES), also
known by its original name Rijndael, "% is a
specification for the encryption of electronic data
established by the U.S. National Institute of
Standards and Technology (NIST) in 2001.17

AES is a subset of the Rijndael cipher'®! developed
by two Beigian cryplographers, Joan Daemen and
Vincent Rijmen, who submitted a proposal to NIST
during the AES selection process. ! Rijndael is a
family of ciphers with different key and block sizes.
For AES, NIST selected three members of the
Rijncael family, each with a block size of 128 bits,
but three different key lengths: 128, 192 and 256
bits.

AES has been adopted by the U.S. govemment and
is now used woridwide. It supersedes the Data
Encryption Standard (DES),”) which was published
in 1977. The aigorithm described by AES is a
symmetric-key algorithm, meaning the same key is
used for both encrypting and decrypting the data.

Advanced Encryption Standard
(Rijndael)

The SubBytes step, 0ne of four stages in a round
of AES

General
Designers  Vincent Rijmen, Josn Daemen
1998

Square
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AES winner, CRYPTREC, N

Cipher dotall
Keysizes 128, 192 o 256 bits''
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In Belgium, an Encryption
Powerhouse Rises

University of Leuven has become a battleground in the fight
between privacy and surveillance

By AMIR MIZROCH

LEUVEN, Belgium—A 600-year-old Catholic university here has become an

unexpected battleground in the fight between privacy advocates and those who
think governments and law enforcement need more powerful online

surveillance.

Tucked in the woods outside this medieval town in Dutch-speaking Flanders,
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LIGHTWEIGHT CRYPTO: CANWE IMPROVE OVER AES?

Energy/power &
Area
cost

Latency &
throughput

performance

security
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AES IMPLEMENTATIONS — DESIGNED@COSIC

= Global de facto standard:
ISO, IETF, IEEE 802.15.4,
Lora, WPAZ2

= > 4000 certified products
= Billions of deployments

Fast
software

7.6 cycles/byte on
Intel

< | cycle/byte on
Intel with AES
instruction

Fast hardware
(-15 mm?) (45 nm)

53 Gbit/s
125 mW.
434 Gbps/W

Tiny
software

49 bytes of
RAM on 8051

Tiny hardware
(2400 GE) (0.18 pm)

56 Kbit/sec
3.7 yW
|5 Gbps/W
65 p)/bit




LIGHTWEIGHT CRYPTO: ENERGY PER BIT VERSUS AREA

(10 MHz clock, 90 nm)

A AES
14
12
Energy
per bit .
(pJ/bit) AES
6
o AES
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PUBLIC-KEY CRYPTOGRAPHY

= No global secrets

public key private key

= Key management DED ©)
easier S i

= Energy cost several ¥ v

hundred times larger

* In practice: RSA and _ Y ) .
E C C plaintext eneryption ciphertext decryption plaintext



SYMMETRIC KEY VERSUS PUBLIC-KEY CRYPTOGRAPHY

AES-128 — ECC-163 — public-key
symmetric-key (80-bit security)
(128-hit security)

Power (UW)

Technology (um) 0.18 0.13



LOW POWER PUBLIC KEY CRYPTOGRAPHY FOR loT DEVICES

= Public key crypto necessary
for 50B+ loT devices

= Efficient elliptic curve cryptography:
one point multiplication <5p]

= Based on optimized HW and SWV co-
design

Reference: Ingrid Verbauwhede et al,
imec COSIC research group at KU Leuven
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PHYSICAL ATTACKS:
COUNTERMEASURES CHANGE THE IMPLEMENTATION TRADEOFFS
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x5 more accurate than best
commercial RF ranging

Crypto

3

IC Y
number
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MOST CRITICAL ATTACK: RELAY

P || v
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The prover is legitimate, ATTACKER
and the attack goes

unnoticed
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RELAY ATTACK: EXAMPLE

ATTACKER

A
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RANGING: APPLES-TO-APPLES COMPARISON
IN 2.4GHZ ISM BAND, ON STANDARDIZED RADIO

Phase Difference - Atmel approach

Imec: x5 better
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SECURE PROXIMITY USE CASES
|

generatlon
- BLE beacons

Smart locks
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IN SUMMARY:AWINNING HAND TO DEALWITH THE COMPLEXITY

A A A A
v * o ¢

Lightweight Proximity Trusted Block-

Security Authenticationf@ Computing chain

Crypto, keys, random numbers, Using narrowband BLE Sancus For financial and
network security non-financial services

f ¥ v ¢
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